. %‘ Sandra Day O’Connor
. College of Law
. Arizona State University
HEALTH Center for Public Health Law and Policy

nnnnnnnnnnnnnnnnnnnnnnnnnn

Washington State Public Health
Data Sharing Law & Policy Review

Blueprint Outline

(as of October 31, 2023)

James G. Hodge, Jr., J.D., LL.M.

Peter Kiewit Foundation Professor of Law
Director, Center for Public Health Law & Policy
Sandra Day O'Connor College of Law
Arizona State University

Jennifer L. Piatt, J.D.
Research Scholar
Co-Director, Center for Public Health Law & Policy
Sandra Day O'Connor College of Law
Arizona State University



about:blank
mailto:Jennifer.Piatt@asu.edu

PREFACE

Acknowledgements. This outline was developed by James G. Hodge, Jr., J.D.,
LL.M., Peter Kiewit Foundation Professor of Law and Director, and Jennifer L. Piatt,
J.D., Research Scholar and Co-Director, Center for Public Health Law & Policy (CPHLP),
Sandra Day O’Connor College of Law, Arizona State University (ASU). Additional
research, editing, and other contributions were made by Erica N. White, J.D., Research
Scholar, and Heather McCoy, Senior Legal Researcher, CPHLP, and J.D. Candidate
(2024), Sandra Day O’Connor College of Law, ASU.

Funding. Funding for this project is provided via the Washington State Department
of Health pursuant to an interagency agreement with ASU from 9/15/23 — 7/31/24.

Disclaimer. Information provided in this document does not constitute legal advice
in Washington State or any other jurisdiction. Please consult with legal counsel in your
respective jurisdiction for specific legal advice.

Scope. Access to accurate and reliable health data is essential to effective and
ethical public health practices. However, legal and policy requirements can present
perceived or actual barriers to data sharing or exchanges. Numerous statutes,
regulations, judicial interpretations, and policies at the state and federal levels shape the
acquisition, use, disclosure, and exchange of public health data. Laws and policies, for
example, authorize public health data collection for surveillance, reporting, or research
purposes. Yet, laws may also limit activities in the interests of data privacy, anti-
discrimination, and security. Balancing these dynamic facets—authorizing data
exchanges, protecting privacy, avoiding discrimination, and assuring security—is
essential to achieving improved population health outcomes through legally and ethically
sound data sharing practices.

This project comprehensively assesses and analyzes the legal and policy
framework underlying public health data sharing in Washington State. ASU’s CPHLP will
review and assess relevant Washington State and federal statutes and regulations, case
law, and applicable policy interpretations, including state agency privacy principles. A final
report evaluating the legal landscape surrounding public health data sharing in
Washington will identify strengths, weaknesses, and opportunities to facilitate improved
public health data sharing. The table of contents, below, provides an initial illustration of
themes to be addressed in the final report, subject to re-organization based on research
findings, partner input and guidance, and other determinations. The overriding goal is to
enable public health actors (including data owners and requesters) to legally navigate
public health data sharing in Washington in furtherance of communal health and safety.

Limitations. Though comprehensive, this project does not attempt to exhaustively
assess all Washington data laws and policies. Rather, it provides illustrative descriptions
of the legal environment (through February 28, 2024). The project’s focus on state-level
laws precludes closer reviews of local laws and legal distinctions. Finally, project
investigators will not assess or advise on technological or IT-based issues.
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https://lawfilesext.leg.wa.gov/biennium/2021-22/Pdf/Bill%20Reports/Senate/5432-S.E%20SBR%20FBR%2021.pdf
https://ocio.wa.gov/sites/default/files/public/policies/141.10_SecuringITAssets_201711_Approved.pdf
https://ocio.wa.gov/sites/default/files/public/policies/Data%20Classification%20Standard_Adopted_2023.pdf
https://app.leg.wa.gov/RCW/default.aspx?cite=70.02.150
https://watech.wa.gov/sites/default/files/public/privacy/Privacy%20and%20Cybersecurity%20Report%202021.pdf
https://doh.wa.gov/public-health-healthcare-providers/telehealth/telehealth-washington-state
https://app.leg.wa.gov/RCW/default.aspx?cite=70.02.290
https://app.leg.wa.gov/RCW/default.aspx?cite=19.215.020
https://www2.sos.wa.gov/archives/recordsmanagement/state-agencies-records-retention-schedules.aspx
https://plus.lexis.com/api/permalink/048229ec-434e-4090-8e0b-678a6601ccef/?context=1530671
https://app.leg.wa.gov/WAC/default.aspx?cite=388-01-090

public records act; “[Clurrent rules and regulations give DOH the discretion to apply the specific and robust
HIPAA protections when deidentifying health care information from records it intends to release for public
inspection.”). See also Wash. Rev. Code § 43.105.351 (addressing and facilitating public access to records
in electronic formats).

35 See IT Strategic Plan 2024, WADOH (Sept. 2023) (requiring the “[e]stablish[ment] of principles and a
data governance framework to guide appropriate access and data-sharing.”); see also Wash. Admin. Code
§ 246-08-390(6) (conditions for allowing public inspection and copying of health information).

36 See Interim Guidelines for Purposeful and Responsible Use of Generative Artificial Intelligence, EA-01-
01-G, WATECH, WASH. STATE OFFICE CHIEF INFO. OFFICER (OCIO) (Aug. 8, 2023) (announcing intent to
follow NIST Al Risk Framework, advising against entering any non-public data (non-Category 1 data) into
generative Al systems).

37 See, e.g., Wash. Rev. Code § 43.105.470 (requiring agencies to report cybersecurity incidents to the
state office of cybersecurity).

38 Washington Data Matrix.

39 Wash. Admin. Code § 246-102-040 (data collection and submission requirements for cancer registry).
40 Wash. Rev. Code § 70.24.450 (requiring confidentiality and reporting of unauthorized disclosures of STI
data); Wash. Admin. Code § 246-101-635 (limits on disclosure of health care information related to cases
of HIV/AIDS).

41 Behavioral Risk Factor Surveillance System (BRFSS), WADOH (last visited Oct. 20, 2023); Wash. Rev.
Code § 43.70.444 (requiring data related to suicide as part of state plan for prevention); Wash. Rev. Code
§ 71.40.140 (addressing disclosure of behavioral health records).

42 Wash. Rev. Code § 70.225.40 (giving confidentiality requirements for prescription monitoring program);
Wash. Admin. Code § 246-470-090 (listing confidentiality requirements related to prescription monitoring
program).

43 Wash. Admin. Code § 246-490-110 (prohibiting public disclosure of abortion statistics that identify an
individual or facility with limited exception for legal proceedings); Protected Health Care Services—
Reproductive Health Care and Gender-Affirming Treatment, HB 1469, 68th Legis., 2023 Reg. Sess. (Wash.
2023) (applying limits on out-of-state subpoenas for information about protected health care services);
Reproductive and Gender-Affirming Care: Shielding Providers, Seekers, and Helpers from Out-of-State
Legal Actions, WASH. OFFICE OF ATT’Y GEN. (last visited Oct. 20, 2023) (FAQ on the AG’s role in the
Washington Shield Law).

44 Wash. Rev. Code § 70.168.090 (requiring statewide trauma data registry including traumatic brain injury).
45 Abigail English, Adolescent & Young Adult Health Care in Washington: A Guide to Understanding
Consent & Confidentiality Laws, CTR. ADOLESCENT HEALTH & L. (Mar. 2019); Wash. Admin. Code § 110-01-
0205 and Wash. Admin. Code § 388-01-150 (listing confidential records that require child’s consent for
disclosure even to a parent).

46 \Wash. Rev. Code § 43.70.435 (requiring annual report of student concussions).

47 Washington: Statistics on Children, Youth and Families in Washington from the Annie E. Casey
Foundation and the Children’s Alliance, ANNIE E. CASEY FOUND. KIDS COUNT DATA CTR. (listing reports
filtered by health topics, including birth outcomes, health insurance, vital statistics, dental health, mental
health, and nutrition); Wash. Rev. Code § 70.54.450 (data requirements for maternal mortality review
panel); Wash. Rev. Code § 71.24.610 (requiring interagency agreement to coordinate identification,
prevention, and intervention programs for prenatal substance exposures).

48 Guidance Concerning Immigration Enforcement, WASH. STATE OFF. ATT'Y GEN. (Apr. 2017) (“Best
Practice: Only collect and retain information needed to serve the public, do not collect citizenship or
immigration-related information unless required, and ensure nondiscriminatory access to benefits and
services.” “Best Practice: If possible, do not collect information about citizenship, place of birth, or
immigration status. Be aware of privacy laws that make certain information confidential or otherwise limit
the sharing of information.”).

49 See, e.g., Wash. Rev. Code § 43.70.595 (addressing use of population health data to identify potential
health equity zones and develop projects to address health disparities); Wash. Rev. Code § 70.123.076
(addressing requirements for disclosing information about recipients of assistance from domestic violence
programs); Wash. Rev. Code § 43.185C.180 (management information system for persons experiencing
homelessness); Wash. Rev. Code § 70.129.050 (providing right to privacy and confidentiality of medical
records for residents of long-term care facilities).
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https://nahic.ucsf.edu/wp-content/uploads/2019/01/Washington-AYAH-Confidentiality-Guide_FInal.pdf
https://nahic.ucsf.edu/wp-content/uploads/2019/01/Washington-AYAH-Confidentiality-Guide_FInal.pdf
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https://datacenter.aecf.org/data#WA/2/27/28,29,30,31,32,3157,34,33/char/0
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https://app.leg.wa.gov/RCW/default.aspx?cite=70.54.450
https://app.leg.wa.gov/RCW/default.aspx?cite=71.24.610
https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/AGO%20Immigration%20Guidance.pdf
https://app.leg.wa.gov/RCW/default.aspx?cite=43.70.595
https://app.leg.wa.gov/RCW/default.aspx?cite=70.123.076
https://app.leg.wa.gov/RCW/default.aspx?cite=43.185C.180
https://app.leg.wa.gov/RCW/default.aspx?cite=70.129.050

50 Wash. Rev. Code § 43.70.052(5) (requiring WA DOH collaboration on an “American Indian-specific health
data, statistics information system”); Wash. Rev. Code § 71.24.665 (requiring reporting on psychiatric
treatment for American Indians and Alaska Natives available to “tribes, urban Indian health programs, and
the American Indian health commission for Washington state”).

51 WASH. STATE HOSP. ASS’'N, HOSPITAL AND LAW ENFORCEMENT GUIDE TO DISCLOSURE OF PROTECTED HEALTH
INFORMATION (4th ed. Aug. 2010).

52 Wash. Admin. Code § 246-440-100 (describing data collection and submission requirements for health
care-associated infections).

53 Notifiable Conditions Reporting for Clinical Laboratories, WADOH (last visited Oct. 20, 2023).

54 Wash. Admin. Code § 246-101-420 (listing duties of schools to report notifiable conditions).

55 See Wash. Rev. Code § 39.26.340 (requiring written data sharing agreement to share category 3 or
higher data with a contractor); Data Sharing Policy, SEC-08, WATECH OCIO (Feb. 11, 2023) (providing
guidelines for data sharing agreements when agencies share category 3 or 4 data outside the agency);
Safety Research: Ongoing Projects: Occupational Respiratory Disease, WASH. STATE DEP’T LAB. & INDUS.,
(example of inter-agency agreement that splits responsibility for receiving case reports for notifiable
conditions); Wash. Admin. Code § 246-492-400 (data sharing agreements for vital statistics); see also Data
Sharing Agreement Implementation Guidance, WATECH SOLUTIONS (Dec. 2021) (descriptions of data
classification categories on pg. 5); Internal and External Data Sharing Agreement Templates; WA DOH
Flowchart: When a DSA is Required; Release of Confidential Data Procedure — DSA; see also Health
Statistics, WADOH (last visited Oct. 3, 2023) (explaining that “[s]tarting January 1, 2021, there is a new
vital records law requiring a data sharing agreement (DSA) with the department. A DSA is required for
CHARS, birth, fetal death, infant death, death, marriage, and divorce data”).

56 Data Owner and Data Steward Responsibilities.

57 See Wash. Rev. Code § 39.34.240 (requirement in the Interlocal Cooperation Act for written agreements
to share category 3 or higher data between state agencies).

58 See Wash. Rev. Code § 43.376.020 (requirements for government-to-government relationship between
state agencies and tribes).

59 See Wash. Rev. Code § 70.05.060 (re: Powers and duties of local board of health, including “Each local
board of health shall have supervision over all matters pertaining to the preservation of the life and health
of the people within its jurisdiction and shall: (1) Enforce through the local health officer or the administrative
officer appointed under RCW 70.05.040, if any, the public health statutes of the state and rules promulgated
by the state board of health and the secretary of health; . . . (3) Enact such local rules and regulations as
are necessary in order to preserve, promote and improve the public health and provide for the enforcement
thereof;”).

60 Washington State has 29 federally recognized tribes that WA DOH regards as Public Health Authorities.
See Tribal Public Health, WADOH (providing examples of consultation and collaboration procedure).

81" Data Sharing Agreement for Confidential Information or Limited Dataset(s), WADOH (revised Nov. 2019)
(form and general terms and conditions for sharing with tribe or tribal entity); Data User Agreement, CDC:
NCHS (last reviewed June 11, 2020) (terms and conditions for using NCHS survey data).

62 See, e.g., Lawrence O. Gostin, James G. Hodge, Jr. & Ronald Valdiserri, Informational Privacy and the
Public’s Health: The Model State Public Health Privacy Act, 91 AM. J. PuB. HEALTH 1388 (Sept. 2001).
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https://app.leg.wa.gov/rcw/default.aspx?cite=70.05.060
https://app.leg.wa.gov/RCW/default.aspx?cite=70.05.040
https://doh.wa.gov/about-us/washingtons-public-health-system/tribal-public-health
https://aihc-wa.com/wp-content/uploads/2021/06/DOH-Data-Sharing-Agreement-for-Confidential-Information-or-Limited-Datasets-Distributed-06-03-2021.pdf
https://www.cdc.gov/nchs/data_access/restrictions.htm
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC1446788/
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC1446788/

